Unsolicited Electronic Messages Bill

Scope of the Bill

· The Bill is applicable to:

· electronic message which has a “Hong Kong link”, i.e. originating in or sent to Hong Kong;  

· electronic message of a commercial nature; and

· all forms of electronic messages, including e-mails, short messages, fax, voice or video calls. 

· A “commerce electronic message” is a message the purpose of which is: 

· to offer to supply, advertise or promote goods, services, facilities, land or a business or investment opportunity, or 

· to advertise or promote the supplier of goods, services, facilities or land or the provider of a business or investment opportunity,

in the course of or in the furtherance of any business. (Clause 2)
· Communications not offering or promoting goods or services for the furtherance of business, e.g. communications from the Government, calls for donation from charitable organizations and bills or invoices from a business entity, will fall outside the scope of the Bill.

· Messages excluded from the Bill are:

· person-to-person calls without pre-recorded or synthesized element; (Schedule 1)
· sound and TV broadcasting materials already regulated under the Telecommunications Ordinance and Broadcasting Ordinance (Schedule 1)
Key Features of the Bill

Opt-out Regime

· Principle: a sender may send electronic messages to a recipient until the latter refuses to accept further commercial electronic messages by: 


(i) sending an “unsubscribe request” to a sender through a mandatory “unsubscribe facility” provide by the sender (Clause 8); or 

(ii) placing his electronic address on a “do-not-call” register established by the Telecommunication Authority (Clause 30). This is equivalent to sending unsubscribe request to all senders. 

· The unsubscribe facility shall be:

· presented in a clear and conspicuous manner;

· free of charge for usage;

· a local number if the facility is a telephone or facsimile number;

· valid for at least 30 days after the message is sent. (Clause 8)
· Initially, three registers will be established – for pre-recorded voice calls, fax and SMS/MMS respectively.

· No further messages may be sent from 10 working days after an unsubscribe request is sent or an electronic address is included in a do-not-call register. (Clauses 9 & 10)
· Abuse of information collected from the unsubscribe message or obtained from the “do-not-call” register is an offence punishable by fine up to $1,000,000 and imprisonment up to 5 years.  (Clause 32) 

· Other rules for sending commercial electronic messages

· the messages should include accurate sender information,  such as name, physical address and electronic address of the sender.  The Secretary for Commerce, Industry and Technology is empowered to prescribe by regulation exact information requirements for different types of electronic messages (e.g. SMS has a length limit of 160 letters and the sender information requirement should be lower) ; (Clause 7)
· subject heading of the messages should not mislead the recipient; (Clause 11) and
· the calling line identification information (such as caller ID) should not be concealed. (Clause 12)
· The above rules are to be enforced by an enforcement notice regime.  Telecommunications Authority is empowered to issue an enforcement notice to organization which, in his opinion, has contravened the opt-out regime or the rules for sending commercial electronic messages.  The enforcement notice will specify the steps to remedy the contravention. (Clause 35)
· Failure to comply with an enforcement notice is an offence punishable by fine up to $100,000 for the first conviction, and to $500,000 for the second or subsequent conviction.  A further fine of $1,000 a day will be imposed for continuing offence. (Clause 36)
· Recipient of the enforcement notice can appeal to the Unsolicited Electronic Messages (Enforcement Notices) Appeal Board, to be established under the Bill. (Clause 44)
· To prevent abuse of the appeal mechanism, the lodging of an appeal will not suspend the operation of the enforcement notice unless it is ordered by the Appeal Board.  In addition, the Appeal Board is empowered to make an award on costs against an appellant if it is satisfied that the appeal is conducted in a frivolous or vexatious manner and pay the costs of the Appeal Board. (Clauses 44 & 46)
Techniques Commonly Used by Spammers

· It is an offence to:

· supply, acquire or use address-harvesting software or harvested-address lists for sending commercial electronic messages without the recipients’ consent (Clause 14 to 16)
· send commercial electronic messages to electronic addresses obtained using automated means (e.g. “dictionary attack”) (Clause 17)
· use scripts or other automated means to register for multiple e-mail addresses (e.g. “automatic throwaway accounts”) (Clause 18)
· knowingly send commercial e-mail messages through open relays or open proxies so as to hide the source of the message (Clause 19)
· These offences would be prosecuted in court and subject to a fine up to $100,000 and imprisonment up to 2 years (no imprisonment term for offences relating to address-harvesting) on summary conviction, or a fine up to $1,000,000 and imprisonment for up to 5 years on conviction on indictment.  

Fraud and Related Activities

· Fraud and related activities in connection with spamming are to be enforced by the Police.  These offences include:
· hacking into a computer for the purpose of sending multiple commercial electronic messages; (Clause 21)
· using devices without authorization and sending multiple commercial electronic messages; (Clause 22)
· falsifying header information in multiple commercial electronic messages; (Clause 23)
· using false identity to register for electronic addresses or domain name and sending multiple electronic messages; (Clause 24) and

· falsely representing himself to be the registrants of electronic addresses or domain names and sending multiple electronic messages. (Clause 25)
· Given its seriousness in nature, a heavier penalty will be imposed, i.e. a fine of any amount to be determined by the court and imprisonment of up to 10 years.

Claims for Loss or Damage

· The Bill empowers a victim of unsolicited electronic messages to bring civil proceeding in the District Court against the sender who has contravened the Bill, irrespective of whether the sender has been convicted of any offences.  (Clause 52)
· If the amount of monetary claim is less than $50,000, he can make the claim in the Small Claims Tribunal. (Clause 52)
Liability of Principals, Agents, Employers and Employees

· The Bill also clarifies the liability of employers, principals, employees, director, partners, etc.  In general, acts done by an employee or as an agent shall be treated as done by the employer or principal as well as by the employee or agent.  (Clause 53)
· It is a defence for employers and principals if they can prove that they have taken practicable steps to prevent the occurrence of act or have not authorized the act to be done. (Clause 53)
· For employees, it is a defence if they can prove that they did the act in the course of employment or in accordance with instructions given to them by or on behalf of their employers. (Clause 53)
· Directors of a company, partners of a partnership and officers of an unincorporated body who are responsible for internal management of their organizations will be required to provide evidence that they did not authorize the act. (Clause 54)
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