Annex

Reports of Information Security Incidents Received by OGCIO

2016-17
Information security incident | 2014-15 | 2015-16 (As at October
2016)

Website defacement 2 2 1
Unauthorised access 2 1 2
Denial-of-service attack 6 2 -
Ransomware - - 3
Others (including fraudulent 5 1 4
email, malware infection, loss of
mobile device, data leakage, etc)

Total 15 6 10
B/Ds involved 13 5 10

Reports of Information Security Incidents Received by HKCERT

. 2016
Computer security incident 2014 2015 (As at October)
Hacking/website defacement 146 151 76
Distributed denial-of-service 125 130 04
attacks
Ransomware - 51 278
Phishing 594 1978 1635
Botnets 1973 1943 1611
Malware (excluding 298 226 787
ransomware)
Other computer security 307 449 665
incidents (including identity
theft, data leakage, unauthorised
access, etc)
Total | 3443 4 928 5146




