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Anti-Scam Consumer Protection Charter
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To help combat credit card scams, the Hong Kong Monetary Authority and the Hong
Kong Association of Banks jointly launch the Anti-Scam Consumer Protection Charter
(the Charter). By coming up with the Charter together, card issuing banks in Hong
Kong and merchant institutions joining the Charter (collectively called “Participating
Institutions™) cooperate to help the public to safeguard their credit card information and
combat against scams.
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The Charter features four key principles to assist the public to guard against credit card
scams, in particular phishing messages purportedly to be sent by banks and merchants,
and to enhance the ability of the public to avoid from falling prey to these scams.
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Charter Principles (&Z) [EH]

1. Participating Institutions will not send any instant electronic messages (e.g. SMS,
WhatsApp, WeChat, etc) to customers with embedded hyperlinks to acquire
personal and credit card information online.
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2. Participating Institutions will work together in raising public awareness of credit

card scams. This will include a key message of “Beware of scams! Do not provide
personal and credit card information via hyperlinks embedded in suspicious
messages purported to be coming from banks or our institution!” to the public,
through their official websites, mobile apps, publicity and promotional messages
to facilitate raising public awareness of credit card scams.
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3. Participating Institutions will provide contact information on their official websites,
mobile apps and other appropriate channels for customers to make enquiries (e.g.
verify the identities of the message senders or authenticity of the messages).
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4. Participating Institutions will provide relevant training to their frontline staff
(including sales and customer service staff) on the Charter so that they will be able
to handle customer enquiries with anti-scam education messages as appropriate.
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Participating Institutions Z:Eit##& (in alphabetical order ¥ X ZRHIERE)

Card Issuing Banks (all 23 banks in Hong Kong issuing cards to retail customers)
2RIRT (BEE 23S £ T T EX FHTIRTT)

Bank of China (Hong Kong) Limited R 7 T(F &) AR/ H]

Bank of Communications (Hong Kong) Limited % #8551 T(F ) AR/ H)

Bank of East Asia, Limited (The) BEEgntRI AR/ 5

China CITIC Bank International Limited F{Z#R17(EfX) A TR A

China Construction Bank (Asia) Corporation Limited [ 8R81T G N)E{3A TR
A

Chiyu Banking Corporation Limited £ & $R{TH B/ 5]

Chong Hing Bank Limited gl|#HER{TH TR/ 5]

Citibank (Hong Kong) Limited fEESRTT(F ) AIRAH]

CMB Wing Lung Bank Limited 2357k [ZER{ T HFR A E]

Dah Sing Bank, Limited K#rR{TAETE A E]

DBS Bank (Hong Kong) Limited &2 BT (F &) AR\ =]

Fubon Bank (Hong Kong) Limited & #8177 (F ) AR A E

Hang Seng Bank, Limited 1843R THE A E]

Hongkong and Shanghai Banking Corporation Limited (The) &% /& E 2 $R/1 75 R
NG

Industrial and Commercial Bank of China (Asia) Limited s [E] T pE#R1TEEMN) B TR A
=]

Livi Bank Limited B EESR1THR /A E)

Mox Bank Limited

Nanyang Commercial Bank, Limited B £p52EsR TE TR/ E)

OCBC Wing Hang Bank Limited &7k R THFR A E]

Shanghai Commercial Bank Limited F)FrG2ESRTTAETR/AE)

Standard Chartered Bank (Hong Kong) Limited ;& ] 4877 (& ) AR\ 5]

Welab Bank Limited [E17$R1THFR A E)

ZA Bank Limited 2228817 HFR A F)

Merchant Institutions g5 &=

Café de Coral Holdings Limited AZZ &£ H AR\ H]
The Club (HKT Limited; FHEENATRAE])
Deliveroo 3£
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HKTVmall (member of HKTV Group; F &R HEEARAE K E)
Hongkong Post & A& HEL

MoneyBack 5,5 £%

MTR Corporation Limited &5 A TR/ E)

OK Stamp It; OK 75725 E[] (Circle K Hong Kong; OK{EFI[]E)
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S.F. Express (Hong Kong) Limited IE'E ## (F4#&) AEAE
Watsons Hong Kong & E S

yuu (DFI Development (HK) Ltd.)
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