
Annex 

Measures to Enhance Staff’s Knowledge on Cyber Security Taken by 

Various Disciplined Services Departments 

and the Office of the Government Chief Information Officer  

Department Measures 

Hong Kong Police 

Force 

- The Police will provide regular professional 

training on technology crime investigation, digital 

forensics, cyber intelligence gathering, etc. for 

police officers according to law enforcement 

needs. This includes two professional certificate 

courses accredited at Level 4 of the Qualifications 

Framework, namely "Professional Certificate in 

Internet and Network Investigation Course" and 

"Professional Certificate in Open Source 

Investigation Course". 

- The Cyber Security and Technology Crime 

Bureau (CSTCB) has also actively launched e-

learning packages for internal use and conducted 

regular training sessions in a "physical-and-

remote" hybrid model under the "CSTCB & 

Detective Link" training programme, which 

allows greater flexibility for officers to learn about 

the latest development in technology crime in a 

continuous manner. 

Immigration 

Department 

(ImmD) 

- The Immigration Service Institute of Training and 

Development (ISITD) is committed to enhancing 

officers’ information security knowledge by 

organising various activities or courses in 

collaboration with tertiary institutions and other 

disciplined services departments. For example, in 

June 2023, the ISITD and the New Territories 

North Regional Crime Prevention Office of the 

Hong Kong Police Force co-organised a crime 

prevention seminar on online and telephone 



Department Measures 

deception to enhance the awareness of ImmD 

officers on relevant deception cases and cyber 

security. 

- The ImmD is also committed to combating 

immigration-related technology crimes. To 

nurture talents in digital forensics, information 

technology forensics courses organised by tertiary 

institutions are arranged for serving investigating 

officers on a regular basis with a view to 

enhancing their case handling and evidence 

gathering capabilities 

The Customs and 

Excise Department 

(C&ED) 

- The C&ED provides serving and newly recruited 

staff with cyber security training courses 

organised by the Hong Kong Productivity Council 

and the Hong Kong Institute of Vocational 

Education, with a view to enhancing their ability 

to handle cyber attacks and phishing emails. 

- In response to technology crimes and recover the 

crime proceeds generated, the C&ED has also 

arranged courses related to technology crime 

investigation, e.g. courses on finance technology, 

blockchain and cryptocurrency organised by the 

Hong Kong Management Association, for its staff. 

Office of the 

Government Chief 

Information Officer 

(OGCIO) 

- The OGCIO collaborates with the industry to 

cultivate young people’s and students’ 

understanding of and interests in cyber security by 

organising different types of promotional 

activities such as school visits, "InfoSec Tour", 

"Cyber Youth Programme", "Hong Kong Cyber 

Security New Generation Capture the Flag 

Challenge", etc., with a view to encouraging and 

nurturing more talents who aspire to join the 

information security industry. 



Department Measures 

- The OGCIO also supports tertiary institutions in 

providing more information security programmes, 

and works with professional information security 

associations to promote professional accreditation 

to information technology (IT) practitioners, and 

to organise activities such as seminars and 

workshops to train up more IT practitioners with 

professional knowledge and skills in information 

security. 

 


